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• Computational cryptography                          
approaches to defining and measuring security

• Scenarios: electronic voting and blockchain

• Canonical designs

based on joint work with:

Véronique Cortier, David Bernhard, Sandra Guasch, Bogdan 

Warinschi, Olivier Pereira, Alex Escala



Models and designs are relative, dependent on 

research community ethos and incentives



Cryptographic protocols



Adversarial capabilities



Public Key Encryption



Public Key Encryption



Indistinguishability of encryptions

b’

Prob[b’= b]   ?



Indistinguishability of encryptions (IND-CPA)



Diffie-Hellman Groups



DH Problems Family



DH Group Instantiations



DH Group Instantiations (NIST)



ElGamal encryption (1985)



ElGamal is malleable





Hash functions

A hash function H:

• takes any string as input

• fixed-size output (typically 256 bits)

• efficiently computable

• collision-free



Proof systems



Zero Knowledge Proofs (Properties)

• Completeness: Given an honest prover and an honest verifier the 
protocol succeeds (with overwhelming probability)

• Soundness: if the statement is false no cheating prover can 
convince the honest verifier that is true (except with negligible 
probability)

• Zero Knowledge: an honest prover executing the protocol does not

release any information about its secret witness other than that the 
particular assertion is true

Simulator Extractor



ZKP Equality of Discrete Logarithms



Non-Malleable ElGamal



Electronic voting



Elections



Remarks

• Elections are centralized yet distributed systems

• Centralized: Register, Tally

• Distributed: Polling, Voting



Online Voting

Ballot box





Basic Privacy



Types of verifiability



Defining privacy for e-voting





















E-voting:
canonical designs



Digital Signatures



Digital Signatures



Unforgeability



1st attempt: total transparency



… but no privacy!



2nd attempt: adding encryption



Privacy

but no verifiability!



Canonical design for a ‘yes’/‘no’ election



Homomorphic tallying



Models and definitions not so neutral…







Motivations (conflicting?)



Electronic voting: the controversy

Main argument is that it will be used to 

rig elections



How to rig an election today

Misinformation and/or Propaganda 



How to rig an election today

Gerrymandering



How to rig an election today

Voter suppression



A tool for preventing voter 
suppression

An election result can be radically different if you 
manage to suppress/encourage certain voter groups

Demographics failed currently by the voting system:

• voters with disabilities:

– vision impairments, reduced mobility, mental illness

• expatriates voters

• overseas military voters

Recap: we are voting using a 19th century tools!



Blockchain



It‘s All about Ledgers

• A ledger is a sequential list of 
transactions

• Examples of ledgers:

– financial assets (fiat currency!)

– banking transactions

– academic certificates

– land registry
central ledger



What is a Blockchain (DLT)?

• A distributed ledger for digital assets 
ensuring:

– immutable and time-stamped entries

– provenance

– replication

– consensus

distributed ledger



Smart contracts

“a digitally signed, computable 
agreement between two or more 
parties”

A software agent executes and 
enforces the terms of such 
agreements



Blockchain Zoo



What are DLTs good for?

Distributed Ledgers are technological tools that facilitate 
social/financial interactions between strangers:

- DLTS are not an end in itself

- Useful in the presence of distrustful partners or

- where a trust gap exists among coordinating entities

DLTs are seen as technological replacements for mediators
and to decrease friction in multi-party systems





Connections: e-voting and blockchain



Achieving consensus

Choosing a leader in a distributed 

decentralized network



Threshold Cryptography

Distributed random computation:

- Unbiased

- Pseudorandom

- “Unstoppable”

- Low overhead




